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Software can be downloaded from Dell’s site

WMS Version 4.4.1 (latest at the time)

Java Web Application runs on a Tomcat server

MySQL database

Mongo database

MQTT queue

Wyse Management Suite
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Depending on the type of client, many things can be configured

▪ Firmwares

▪ Applications and packages to deploy

▪ Configuration options

What can be configured?
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1. Decrypt policy data

2. Recover all policies

3. Compromise a device

4. Compromise the server

Setting goals
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Peak into the MariaDB database

List the users

WMS Post-Setup exploration



18

Orange Restricted

Peak into the MariaDB database

List the users

WMS Post-Setup exploration

changeitnow
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Allows you to login!

Default credentials
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Allows you to login!

But the accounts are not assigned to any groups, so you 
can’t actually access anything

Remains somewhat suspicious

Default credentials
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Installed Wyse Device Agent (WDA) on a 
Windows virtual machine

Enrolled the device in WMS

Configured some policies to be applied to the 
device

Intercepted communications

Reproduced my colleague's findings

Certain values are encrypted

▪ Passwords

WMS Post-Setup exploration
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Encryption analysis

private String decryptWithTenantKeyEncryptWithDeviceKey(String value) { 
/* 3493 */ StratusSessionBean session = this.sessionDataHolder.getCurrentSessionData(); 
/* 3494 */ String deviceEncKey = session.getDeviceEncKey(); 
/* 3495 */ String tenantEncKey = session.getTenantEncKey(); 
/* 3496 */ String newValue = AESCBCEncryptionUtil.decryptWithAESCBC(value, tenantEncKey, 
AESEncryptionUtil.EncodingScheme.BASE64); 
/* 3497 */ newValue = AESCBCEncryptionUtil.encryptWithAESCBC(newValue, deviceEncKey, 
AESEncryptionUtil.EncodingScheme.BASE64); 
/* 3498 */ return newValue; 
/* */ }
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Most of the endpoints exposed by the Java application require authentication

No obvious authentication bypass

WMS allows devices to enrol themselves

Must know where the WMS server is

Must know the identifier of a device group you want to join (or join the default group)

▪ Semi-random string

Needs to be validated by an administrator (by default, but can be disabled) 

Enrolled devices can call more endpoints

Even if they have not been accepted into a group yet

Attack surface exploration
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Enrolment process

X-Stratus-device-authentication-code: base64(sha3_512(wyseid + date + authCode))
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Some additional reverse engineering shows that a call to getKey returns a NEW key for the device

Invalidates former key

▪ For the device that is specified in the URL

Can’t intercept an old encrypted value and decrypt with a newly generated key 

Would need to extract the device’s key from the device itself

On Windows, this is found in a registry key accessible only to SYSTEM

▪ HKEY_LOCAL_MACHINE\SOFTWARE\Wyse\WDA

Have not searched where the key is located on other types of devices

Encryption key
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Get configuration (policies)
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2 weaknesses in the enrolment process

It is possible to leak all the existing “group tokens”

▪ Discover all existing groups and potentially join them (depending on automatic validation)

– 3’000 $ bounty!

– Can’t talk about this issue in details (more on this later)

If a previously known MAC address is specified during registration, you can overwrite the target device

▪ Recover all its policies

▪ Even if enrolment validation is enabled

Enrolment process weaknesses
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If a valid device MAC address is known

▪ Register a new device with the MAC address

▪ Generate a new encryption key for the device

▪ Retrieve the device’s configuration

▪ Decrypt with the generated key

If no MAC address is known

▪ Leak all group tokens

▪ Register a new device to each group [will require admin interaction by default]

▪ Generate new encryption key

▪ Retrieve configuration

▪ Decrypt

Policy decryption
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Exploit demo
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 Decrypt policy data

 Recover all policies

3. Compromise a device

4. Compromise the server

Setting goals
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The solution supports various device types

A device signals its type during registration

Any type can be specified here

As long as the license supports it

Device Types
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Device Types

public static final class DEVICE_TYPE /* */ { 
/* */ public static final int General = 1; 
/* */ public static final int iPhone = 2; 
/* */ public static final int iPAD = 3; 
/* */ public static final int AndroidPhone = 4; 
/* */ public static final int AndroidPad = 5; 
/* */ public static final int ThinOS = 6; 
/* */ public static final int GoogleAndroid = 7; 
/* */ public static final int IOS = 8; 
/* */ public static final int iPod = 9; 
/* */ public static final int PC = 10; 
/* */ public static final int CloudConnect = 11; 
/* */ public static final int Keystone = 12; 
/* */ public static final int OnPremContainer = 13; 
/* */ public static final int WES = 14; 
/* */ public static final int DellAndroid = 15; 
/* */ public static final int SamsungKnox = 16; 
/* */ public static final int GenericAndroid = 17; 
/* */ public static final int GenericThinClient = 18; 
/* */ public static final int WindowsPhoneLegacy = 19; 
/* */ public static final int Linux = 20; 
/* */ public static final int MobileDevice = 21; 

/* */ public static final int Desktop = 22; 
/* */ public static final int ADService = 23; 
/* */ public static final int WindowsDevice = 24; 
/* */ public static final int WindowsPhone = 25; 
/* */ public static final int Windows10OS = 26; 
/* */ public static final int WyseSoftwareThinClient = 30; 
/* */ public static final int Teradici = 40; 
/* */ public static final int Iot = 50; 
/* */ public static final int IotGateway = 51; 
/* */ public static final int ThinLinux = 52; 
/* */ public static final int IoTEdgeWindow = 53; 
/* */ public static final int EmbeddedPC = 54; 
/* */ public static final int EmbeddedPCWindow = 55; 
/* */ public static final int EmbeddedPCUbuntu = 56; 
/* */ public static final int DEMA = 57; 
/* */ public static final int LocalRepo = 58; 
/* */ public static final int EdgeGwUbuntuServer = 59; 
/* */ public static final int ThinOS9 = 60; 
/* */ public static final int HybridClient = 61; 
/* */ public static final int GroupBased = 62; 
/* */ public static final int GenericClient = 100; 
/* */ }
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By default, the solution registers a Local Repository device which is where all config files and 
applications are stored

Can also add remote repositories, more on this later

Local Repository
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Adding a new Local Repository seems to break the system…

UI stops working in the file repository section

Local repository
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Adding a new Local Repository seems to break the system…

UI stops working in the file repository section

Local repository

2025-10-20 22:41:00,654 [ERROR] https-openssl-nio-443-exec-3 
<com.wyse.stratus.server.web.controller.FileRepositoryController::getRemoteFileRepositories,173> 
/admin/portal/filerepository error
org.springframework.dao.IncorrectResultSizeDataAccessException: Query { "$java" : Query: { "tenantId" : 2, "groupId" 
: 7, "deviceType.type" : 58, "isActive" : true}, Fields: {}, Sort: {} } returned non unique result.
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But we can theoretically “replace” the local repository and reconfigure it if we know its MAC address

Change the repository URL

▪ \\attacker\folder

Steal hashes when server or devices attempt to recover files

▪ \\attacker\folder\some\arbitrary\file.ext

This will temporarily break the whole solution though  

Unless we replicate all the existing files first

Local repository
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There are multiple endpoints which allow devices to upload or download files

But filenames are strictly checked and prefixed with a folder hierarchy

▪ \\RepositoryURL\hardcoded\folder\hierarchy\valid_filename.ext

By replacing the local repository, we can reconfigure its URL

Point to attacker-controlled server with a symlink to a folder on the original server

Write arbitrary files to arbitrary locations

Local repository

Configured by Repository Provided during upload

Uncontrollable

file://RepositoryURL/hardcoded/folder/hierarchy/valid_filename.ext
file://RepositoryURL/hardcoded/folder/hierarchy/valid_filename.ext
file://RepositoryURL/hardcoded/folder/hierarchy/valid_filename.ext
file://RepositoryURL/hardcoded/folder/hierarchy/valid_filename.ext
file://RepositoryURL/hardcoded/folder/hierarchy/valid_filename.ext
file://RepositoryURL/hardcoded/folder/hierarchy/valid_filename.ext
file://RepositoryURL/hardcoded/folder/hierarchy/valid_filename.ext
file://RepositoryURL/hardcoded/folder/hierarchy/valid_filename.ext
file://RepositoryURL/hardcoded/folder/hierarchy/valid_filename.ext
file://RepositoryURL/hardcoded/folder/hierarchy/valid_filename.ext
file://RepositoryURL/hardcoded/folder/hierarchy/valid_filename.ext
file://RepositoryURL/hardcoded/folder/hierarchy/valid_filename.ext
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Arbitrary file upload

Hacker machine
10.0.0.1

WMS Server

1. Replace local repository
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Arbitrary file upload

Hacker machine
10.0.0.1

WMS Server

1. Replace local repository

2. Sure, why not



47

Orange Restricted

Arbitrary file upload

Hacker machine
10.0.0.1

WMS Server

3. RepoURL is \\10.0.0.1\folder
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Arbitrary file upload

Hacker machine
10.0.0.1

WMS Server

3. RepoURL is \\10.0.0.1\folder

4. Got it!
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Arbitrary file upload
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10.0.0.1

WMS Server

5. Upload device logo [logo.jsp]
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Arbitrary file upload
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WMS Server

5. Upload device logo [logo.jsp]

6. Store logo.jsp in 
\\10.0.0.1\folder\device\logos\device1\logo.jsp
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Arbitrary file upload

Hacker machine
10.0.0.1

WMS Server

5. Upload device logo [logo.jsp]

6. Store logo.jsp in 
\\10.0.0.1\folder\device\logos\device1\logo.jsp

7. Actually, that is in \\localhost\c$\program 
files\DELL\WMS\Tomcat-10\webapps\ROOT
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Arbitrary file upload

Hacker machine
10.0.0.1

WMS Server

5. Upload device logo [logo.jsp]

6. Store logo.jsp in 
\\10.0.0.1\folder\device\logos\device1\logo.jsp

7. Actually, that is in \\localhost\c$\program 
files\DELL\WMS\Tomcat-10\webapps\ROOT

8. Save logo.jsp in c:\program 
files\DELL\WMS\Tomcat-10\webapps\ROOT
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 Decrypt policy data

 Recover all policies

〜 Compromise a device

〜 Compromise the server

Setting goals
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What about remote repositories?

WMS is built to support multiple file repositories

Typically used as a content distribution network to serve different subnets in a large network

There is an installer for WMR (remote repositories)

Remote repository
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Arbitrary file upload allows RCE by uploading a JSP file

Requires knowledge of a valid Wyse Identifier

Wyse Management Suite Repository
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WMR servers worldwide
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WMS servers worldwide
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Listing repositories from a WMS server
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We can compromise a WMR from a WMS

Can we do it the other way round?

Yes! (if automatic sync is enabled)

There is a synchronisation feature between 
repositories

▪ Files added/modified on one repo are 
synchronised to others

▪ Path traversal in this function too

We can register a new WMR and then 
advertise files to be written to arbitrary 
locations on the WMS server!

Remote repositories
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Live demo?
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 Decrypt policy data

 Recover all policies

 Compromise a device

 Compromise the server

Setting goals
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Cloud environment
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Some 300’000+ registered devices on the European tenant

Can leak group tokens across tenants!

Which means we can register to any tenant, list remote repositories and pwn them!

▪ Haven’t actually done this for obvious reasons…

Cloud environment
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Cross-Site Scripting

When a remote repository announces which files it hosts to the WMS

Scripts can be inserted into the admin’s page when browsing the remote files from WMS

▪ But there is a strict CSP

▪ ‘self’ is allowed, but seems like the way the script is added to the page with jquery isn’t considered as 
‘self’ even though it is <script src=/somewhere></script>

No restrictions on Style sheets!

▪ Feels like a CTF

▪ It is possible to extract the CSRF token from the page

Bonus vuln
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03.02.2025 – Disclose initial vulnerability through Bugcrowd

Disclosure timeline
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05.02.2025 – Disclose additional 5 vulnerabilities by email

Disclosure timeline
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03.02.2025 – Disclose initial vulnerability through Bugcrowd

05.02.2025 – Disclose additional 5 vulnerabilities by email

13.02.2025 – 3000$ reward on Bugcrowd

21.02.2025 – Disclose additional (path traversal in WMS) vulnerability

 

Disclosure timeline
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03.02.2025 – Disclose initial vulnerability through Bugcrowd

05.02.2025 – Disclose additional 5 vulnerabilities by email

13.02.2025 – 3000$ reward on Bugcrowd

21.02.2025 – Disclose additional (path traversal in WMS) vulnerability

    Multiple emails exchanged to help reproduce the findings

Disclosure timeline
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03.02.2025 – Disclose initial vulnerability through Bugcrowd

05.02.2025 – Disclose additional 5 vulnerabilities by email

13.02.2025 – 3000$ reward on Bugcrowd

21.02.2025 – Disclose additional (path traversal in WMS) vulnerability

    Multiple emails exchanged to help reproduce the findings

03.03.2025 – Acknowledge 5 vulnerabilities

01.04.2025 – Security advisory published

▪ https://www.dell.com/support/kbdoc/en-us/000296515/dsa-2025-135

– CVE-2025-29981 : Exposure of Sensitive Information Through Data Queries vulnerability (CVSS: 7.5)

– CVE-2025-27692 : Unrestricted Upload of File with Dangerous Type vulnerability (CVSS: 4.7)

– CVE-2025-27693 : Improper Neutralization of Input During Web Page Generation (CVSS: 4.9)

– CVE-2025-27694 : Insufficient Resource Pool vulnerability (CVSS: 5.3)

– CVE-2025-27695 : Authentication Bypass by Spoofing vulnerability (CVSS: 4.9)

Disclosure timeline

https://www.dell.com/support/kbdoc/en-us/000296515/dsa-2025-135
https://www.dell.com/support/kbdoc/en-us/000296515/dsa-2025-135
https://www.dell.com/support/kbdoc/en-us/000296515/dsa-2025-135
https://www.dell.com/support/kbdoc/en-us/000296515/dsa-2025-135
https://www.dell.com/support/kbdoc/en-us/000296515/dsa-2025-135
https://www.dell.com/support/kbdoc/en-us/000296515/dsa-2025-135
https://www.dell.com/support/kbdoc/en-us/000296515/dsa-2025-135
https://www.dell.com/support/kbdoc/en-us/000296515/dsa-2025-135
https://www.dell.com/support/kbdoc/en-us/000296515/dsa-2025-135
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▪ Update to the latest version

▪ Require admin validation when devices enrol

▪ Monitor addition/modification of devices

▪ Understand that secrets shared in configurations can be decrypted by endpoints

Recommendations
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