4-Byte Hell:
When Unicode
Enters the Stage
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Typical Password Charset
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Password Managers encourage few Variability Y

Your password's score: strong Estimated time to crack: centuries

#p7X12%eGMLA#h

Type Characters: 14
@ Password O Passphrase ol
Additional options PP

A-Z a-z 0-9 |@#8%"&*
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Mask Attacks in Hashcat

- [ Built-in Charsets ] -

Example:
- Julial984 abcdefghijklmnopgrstuvwxy
-2u?l?1?1?1?d?d?d?d ABCDEFGHIJKLMNOPQRSTUVWXY

0123456789

0123456789abcdef

0123456789ABCDEF
VUHSH& ' () *+,-. /15 <=>7

?1?u?d?s

Ox00 - Oxff

-?b?b?b?b?b?b?b?b?b
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Chars to Bytes

Input UTF8 ® 14 chars = 14 Bytes
Output Bytes

23 70 37 78 69 32 25 65 47 4d 4c 5e 23 68

https://onlinetools.com/utf8/convert-utf8-to-bytes
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Chars to Bytes

UTF-8 Byte Structure:

e 1byte: Oxxxxxxx (ASCII: 0-127)

e 2bytes: 110xxxxx LOXXXXXX

e 3bytes: 1110xxxx L1OXXXXXX LOXXXXXX

e 4bytes: 11110xxx L1OXXXXXX 1OXXXXXX 1OXXXXXX

Range Characters UTF-8 Bytes
U+0000 - U+007F ASCII (128) 1byte
U+0080 - U+07FF Latin, Greek, Cyrillic, etc. (~1,920) 2 bytes
U+0800 - U+FFFF Most languages, CJK, symbols (~63,000) 3 bytes
U+10000 - U+10FFFF Rare CJHN, emojis,Ihistoric scripts (~1M) 4 bytes
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Chars to Bytes

InpUt UTF8 ® 1 char = 4 Bytes

Output Bytes

fo 9f 92 bb
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Complex Emojis Y

2 ®
-

N

.' Couple with Heart and different Skin Tone

Component Code Point UTF-8 Bytes Byte Count
Woman U+1F469 FO 9F 91 A9 4 bytes
+ Skin (med-dark) U+1F3FE FO 9F 8F BE 4 bytes
+ [glue] U+200D E2 80 8D 3 bytes
+ Heart U+2764 E2 9D A4 3 bhytes
+ [emoji stylel] U+FEOF EF B8 8F 3 bytes
+ [glue] U+200D E2 80 8D 3 bytes
+ Man U+1F468 FO 9F 91 A8 4 bytes
+ Skin (light) U+1F3FB FO 9F 8F BB 4 bytes

28 bytes total
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Chars to Bytes - Quality over Quantity

Input UTF8 ® 1 char — 28 Bytes

_ o

Output Bytes

fo 9f 91 a9 fO 9f 8f be e2 80 8d e2 9d a4 ef b8 8f e2 80 8d fO 9f 91 a8 fO 9f
8f bb
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Back to the Roots Y

Instead of:
6 Bytes OQutput Bytes

123456 # 31 32 33 34 35 36

Think:

Output Bytes

36 ByteS 31 ef b8 8f e2 83 a3 32 ef h8 8f e2 83 a3 33 ef h8 8f e2 83 a3 34 ef b8 8f e2

\ 83 a3 35 ef b8 8f e2 83 a3 36 ef b8 8f e2 83 a3
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Back to the Roots Y

Instead of:
8 Bytes  Qutput Bytes

password # 70 61 73 73 77 6f 72 64

Think:

Passeword

32 Bytes Output Bytes

f@ 9d 90 8f f© 9d 92 82 f© 9d 90 ac f© 9d 90 ac f© 9d 94 80 fO© 9d 92 90 fO 9d
93 bb O 9d 92 b9
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Get Creative

(/Btng) ) =—t—L

35 Bytes
Output Bytes

e2 80 8e 28 ef be 89 e0 b2 a5 e7 9b 8a e® b2 a5 ef bc 89 ef be 89 ef bb bf 20
e2 94 bb e2 94 81 e2 94 bb

~a

o ilululilililih. O

38 Bytes
Output Bytes

e2 96 b6
6c c4 bl

~a

20 e2 80 a2 20 c4 bl 6c c4 bl c4 bl 6c c4 bl c4 bl 6c c4 bl 6¢c c4 bl

6c c4 bl

6c c4 bl

2e 20 30
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Thank you

oV )
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