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What is IntelMQ (TL;DR)

https://intelmq.org/ 

https://intelmq.org/


IntelMQ - background and basic ideas 

Invented in 2013/2014 in the context of national CERTs

To automate incident report processing (CSIRTs/SOCs) at speed and volume

Works on feeds and structured data (shadowserver.org feeds, etc.)

Used by 600+ IT security teams globally

AGPL

KISS principle (Unix)

JSON format: events (timestamp + one ip | domain | … + what happened)

http://shadowserver.org


IntelMQ lingo

● feed: feed of CSV files, shadowserver scanning data, vuln reports, etc.
● bot: a small processor class with an init() and process() function
● IDF: IntelMQ data format: think Elastic schema in JSON
● collector: a bot which can fetch a feed
● parser: a bot which can parse an input feed to IDF
● expert: transform
● output: send to 

DB, file, MISP,
etc.



IntelMQ + AI = ?

agentic blackbox slop quantization

chatbots bias alignment overfitting

AGI predictive LLMs inference

Big Data token transformer GPU

*suggested bingo card



Goal: Make IntelMQ a data ingestion omnivore

There are 3 types of feeds that you might encounter:

1. structured data, already supported by a bot

2. structured data, not yet supported by a bot

3. unstructured data, not yet supported by IntelMQ at all



structured data, already supported by a bot



Solving the structured, supported

● IntelMQ has generic bots, only requires feed-specific configuration
● Actual task for the LLM:

○ Detect the format (delimiter, comments, header)
■ ✅ works

○ Assign columns to IntelMQ data fields
■ ❌ pure mess





Generating configuration

● works meh
● confuses “source” and “destination”
● ini instead of yaml/json
● using 5 years old configuration style
● uses invalid field names
● wrong meanings of fields
● Invents parameters
● …

→ more explicit documentation & examples



structured but unsupported



We could just ask chat*, right?



We always get an answer. But does it work?



One shot generation of IntelMQ code does not work

Possible Reasons:

1. IntelMQ is not a big framework, so… 

a. …not lot of SO questions to learn from…

b. …is it in the trainings set? If yes code, docs or both?

c. …changes that happened after the knowledge cutoff date

2. No way to test the written code, so we guess it will work?

3. Copying debug messages and code back and forth is tedious



Agents™ to the rescue

Popular tool choices:



Anatomy of a tool-call

Popular tool choices:



Demo Video



ctitools/intelmq-botgen



Why LLMs&agents are notorious liars and drug addicts



Why LLMs&agents are notorious liars and drug addicts



Why LLMs&agents are notorious liars and drug addicts



Test the documentation

Doc authors (experts) vs readers (novices)

LLMs behaves as a newcomer → test-case for writing docs!

Write the docs more comprehensible for newcomers



unstructured and unsupported



Solving unstructured and unsupported

cti extraction, turn anything into a feed, why that is also possibly a footgun (eg is 
Project Zero a new thread actor and do we need to block google.com)

● Prior research: https://cti.tools/  
● Which CTI reports to address (data sources, benchmarks)
● What to extract (fields)?
● How to map to strongly typed IntelMQ internal data format
● Where to send it to?
● Where are the limits?

http://google.com
https://cti.tools/


Prior research: cti.tools

● Benchmark dataset, presented at CTI summit FIRST.org Berlin
● fine-tuned models: 
● https://huggingface.co/ctitools
● Instructions on how to fine-tune with Axolotl, etc: 

https://github.com/orgs/ctitools/repositories 
● Insights: summarization of CTI reports is good, info extraction - depends. 

Overall good
● Fine-tuning a local model works

http://first.org
https://huggingface.co/ctitools
https://github.com/orgs/ctitools/repositories


Which CTI reports ?

For training or benchmarking: orkl.eu

Problem: reports are all very very different

No, good , industry wide recognized benchmark for our use case

http://orkl.eu


What to extract?

Idea: convert unstructured CTI text to IntelMQ internal data format:

- whenever the LLM can match it
- describe to the LLM the data format
- use agentic framework (pydantic.ai) for it
- get type checking for free

Findings: 

- Are fields are filled properly (correctness)?
- coverage? 
- CTI reports != log files (how to structure it)?

http://pydantic.ai


Demo

(unstructured) 
input



Process with unstructured_text IntelMQ bot

https://github.com/certtools/intelmq/blob/intelmq-ai/intelmq/bots/parsers/unstructured_text/parser.py 

https://github.com/certtools/intelmq/blob/intelmq-ai/intelmq/bots/parsers/unstructured_text/parser.py


Result

Sometimes we need a 

feedback loop, 
otherwise it gets it 
wrong.



Data flow



Sending to MISP



Thanks!

TL;Didn’t Listen

● It’s all about docs: Better explicit than implicit
● Agents are not magic, just LLM calling functions in a loop
● LLMs are notorious liars and drug addicts
● Trust, but verify (ideally with self written tests)
● pydantic AI + type checking is nice

https://intelmq.org

https://github.com/ctitools/intelmq-botgen 

And we have IntelMQ stickers!

https://intelmq.org
https://github.com/ctitools/intelmq-botgen

