
Inbar Raz

Reversing a Payphone 
for Fun but no Profit



Introduction:
#WTF?



#whoami

• I’m a geek.

• I’m a reverser.

• I’m a hacker.

• I’m a retro-computing collector 
and restorer.

• I’m (too) curious.

And…

• I engage technicians.

  @inbarraz / @zenitysec 

  –HIRING AI RESEARCHERS-



TA0043:
Reconnaissance



Preliminary Research

• Looked for various payphone manuals.

• Guess what?



Preliminary Research



Preliminary Research

• Has manuals for multiple models:



Preliminary Research

• Kept my eyes (and my camera) open.



Preliminary Research

• Kept my eyes (and my camera) open.



Preliminary Research

• Kept my eyes (and my camera) open.

19/05/2025

TLV



Acquisition



Plan A: Go to the source



Plan B: Secondary Market



TA0001:
Initial Access



Chassis is locked

Yale Pin-in-Pin



Chassis is locked

On the outside On the inside



To the Rescue…



To the Rescue…

Gabriel Cirlig



Learning a new Skill



Learning a new Skill





And... you get the idea.





Lo and Behold!



TA0007:
Discovery



An overview

EarpieceLCD

Keyboard

Card Reader
Motherboard

Distribution Board

Backup Battery

Phone Line



Unexpected surprise

• If I had to guess who the manufacture was, I’d have 
a few immediate suspects.



Unexpected surprise

• If I had to guess who the manufacture was, I’d have 
a few immediate suspects.

• IMI was NOT one of them.



The Motherboard



The Motherboard



CPU Identification



CPU Identification



Firmware Extraction

• The firmware IC was easy 
to find.



Firmware Extraction

• The firmware IC was easy 
to find.

• It’s an ATMEL AT29C256.



Firmware Extraction

• The firmware IC was easy 
to find.

• It’s an ATMEL AT29C256.
• 32KB



Firmware Extraction

• Read the Flash



Firmware Extraction

• Read the Flash
• There are better tools: TL866



Firmware Extraction
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Firmware Extraction
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• Inspect the content
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Firmware Extraction

• Read the Flash
• There are better tools: TL866

• Inspect the content

• Look for strings
• Indictive strings

• Author names!



Moti Shabtai



Berenike Shamshon

No luck 



TA0008:
Lateral Movement



Scaling up

• Hitting the Jackpot!

• Payphones were being 
dismantled and dumped.

• Pity and compassion took 
over.

• Probably opportunism, too.



Hitting a snag

• Almost all phones were attached to poles.



Hitting a snag

• Almost all phones were attached to poles.

• The mounting bolts are inside the chassis.



Hitting a snag

• Almost all phones were attached to poles.

• The mounting bolts are inside the chassis.

• Lockpicking is no longer viable.



When the going gets tough…



Easier said than done...

• Some went easy.



Easier said than done...

• Some went easy.

• Some not so much…
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