
Decoding Hebrew

• Hebrew code pages of the era usually had the Hebrew 
alphabet start either at 0x80 or 0xE0.



Decoding Hebrew

• But not in our case.

• It seems the Hebrew 
characters start at 0xA0.



Decoding Hebrew

• Another dear fried comes to the rescue.

Tomer Zait



Decoding Hebrew

• Order is restored.



TA0002:
Execution
TA0011:

Command & Control



Booting the phone

• At some point, I decided to inject 5V into the 
backup battery terminal, and the phone woke up.

• Unfortunately, it was displaying an error message:

הטלפון אינו שמיש



Finding the error message

• Now that I had mapped all Hebrew strings and parts 
of the code, the search was easy.



Finding the error message

• Now that I had mapped all Hebrew strings and parts 
of the code, the search was easy.

• HOWEVER…

No less than 

13 different 

origins!



Finding the origin

• Just reading the code was not going to be helpful – 
I still hadn’t mapped the external peripherals (a 

mistake, in hind-sight).

• I decided to try to catch the address of the 
preceding opcodes by eavesdropping on the address 

bus.

• Why? I have no idea. This project is not about the easy 
way out.



Finding the origin

• cv



Finding the origin

• I collected 7 seconds of data.



Finding the origin

• I collected 7 seconds of data.

• Sadly, I couldn’t find what I 
was looking for.

• Maybe I tapped the wrong lines.

• Maybe I captured the wrong time 
window.

• Maybe something else.



הולך בעוד יותר כוח, מה שלא הולך בכוח



Double or Nothing

• By now it has become personal.

• In my posession is the function that writes a string 
to the LCD.

➔ I could patch the code and send my own strings to 

the screen.



Double or Nothing

The plan:

1. Hook all locations that jump to 0x48A9 

(Print_Out_of_Service).

2. Store current address in a memory location.

3. Resume original execution.

4. Overwrite 0x48A9 (Print_Out_of_Service) to print 

the stored address instead of the error message.



Double or Nothing

Requirements:

1. Must find unused memory areas for the hooking code.

2. Must determine which registers are available.

3. Must be able to convert an address to a string.

4. Better find an assembler or this will be a bitch.



Must find unused memory areas for the hooking code

• I mapped free and unused memory areas:



Must determine which registers are available

• I read the code and found the registers I can use:



Must be able to convert an address to a string

• Not as cool as a ROP Gadget, but still Living Off 
the Land:



Better find an assembler or this will be a bitch



Putting it all together

Hooks go here

Convert to Hex,
Store,
Resume execution



Putting it all together

There were two problems with the code:

1. Location 0x68AD (הטלפון אינו שמיש) is ROM.

2. Just printing the address is not cool enough.

The solution:

1. Save the string somewhere else and skip the address 

assignment.

2. Print a nicer English text.



Putting it all together

• The final code:



Putting it all together

• And the result:



Putting it all together

• And the result:



TA0003:
Persistence



Reuse the Hardware

• I started contemplating replacing the PCB.

• I needed to know which of the peripherals I can 
keep.

• The keyboard is a simple matrix – no brainer.

• The earpiece is also very simple – no logic there either.

• The card reader is not relevant, will keep for appearance.

• What about the LCD?



The LCD

• The LCD provides 2 rows of 16 characters.

• It uses the standard HD44780 driver (IYKYK).



The LCD

• The LCD provides 2 rows of 16 characters.

• It uses the standard HD44780 driver (IYKYK).

• A quick test verified that.



The LCD

• There are standard libraries 
for Arduino which support 

the HD44780.

• I used the distribution 
board as a way to verify my 

pinout mapping.

• With an external 5v supply for 
the backlight.



Options

• Replace the existing PCB with modern electronics.
• A regular PSTN phone?



Options

• Replace the existing PCB with modern electronics.
• A regular PSTN phone?

• An Arduino/RasPi with a CallerID module?



And Then…



Life happened

• 2020 brought COVID.

• I got swamped with work (B787 has a LOT of manuals).

• The project was frozen.

Until…

• In November 2024 I met Nicole Fishbein at ekoparty.

• I told her about the project, she asked for photos.

• I ended up writing a blog post instead.



Life happened

• 2020 brought COVID

• I got swamped with work (B787 has a LOT of manuals)

• The project was frozen

Until…

• In November 2024 I met Nicole Fishbein at ekoparty

• I told her about the project, she asked for photos

• I ended up writing a blog post



Life happened

• The blog EXPLODED.

• And that’s all I remember, Doctor.



Looking
Forward



What happens next?

• Continue reversing the firmware.
• Collaborate with others?

• Maybe end up with a followup talk?

• Communicate with the back office?

• Build a modern replacement hardware.

• Use for creating CTFs (BSidesTLV, anyone?)



Inbar Raz

Reversing a Payphone 
for Fun but no Profit

@inbarraz / @zenitysec – HIRING AI RESEARCHERS
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