
Anti-Forensics

You are doing it wrong (Believe me, I'm an IR consultant)
2025/010/21
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/Stephan Berger – whoami 

• Head of Investigations at InfoGuard

• @malmoeb on all platforms

• I blog, too (dfir.ch)

• Original Anti-Forensics talk is 200+ slides - 

short excerpt today 



Mandatory Introduction
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The Hackers Choice, published in 1995



5

Forensia

“Can Be Used To Test The capabilities of Your 

Incident Response / Forensics Teams.”

Challenge accepted ;)



Cover your tracks
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Plain and simple – Delete the file

• When you delete a file on NTFS, the data 

isn’t immediately erased. 

• Instead, the MFT entry (which contains 

metadata like filename, timestamps, and 

pointers to data) is marked as available. 

• The actual data blocks on disk and the MFT 

record may remain intact until overwritten by 

new data.

• rclone: Loved by ransomware groups to 

exfiltrate data.
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NFTS Recover

• The search returned some hits, and provided us with the MFTId, the ID of the file on the Master File 

Table.
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Recovered rclone.conf

• We recovered the configuration file for rclone! - Cleartext credentials to the attacker’s server!



More deleted files fun
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USN Journal

• The USN Journal, short for Update Sequence Number Journal, is a feature of the NTFS file 

system that logs changes to files and directories on a volume.

• Creation, Deletion, Modification, Renaming.

• The journal is circular and has a size limit, so old entries eventually get overwritten. 

• But depending on how active the system is and how big the journal is configured to be, it 

can retain weeks or even months of change history.
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USN Journal

• From a forensics perspective, the USN Journal is incredibly valuable. 

• It can contain records of files that were deleted or renamed, even if those files are no longer 

present on the drive. Example here, jvX7H.png is an LSASS dump (and deleted..).
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Disable / Delete the USN Journal

fsutil usn deletejournal /d C:

Before:

After:
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Detection



SRUM
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Detection

• Remember the screenshot before from Forensia? Purge as much traces as possible?

• SRUM (System Resource Usage Monitor) is a built-in Windows feature that tracks detailed 

system and application resource usage, storing this data in a database.

• The database not only logs process execution but also provides insights into CPU, memory, and 

network activity, creating a distinct timeline of events that can confirm what was run.
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Detection

• write86.exe is rclone (again). MFT and USN shows no sign of this binary. Extremely useful in 

investigations (evidence of execution).



PowerShell
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PowerShell Transcript

• PowerShell Transcript is a feature that 

records the entire input and output of a 

PowerShell session, which is especially 

useful for auditing, troubleshooting, and 

security monitoring.

• Yes, might leak secrets, too.
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Console_History

• The PSReadLine module tracks commands used in all PowerShell sessions and writes them to a 

file.

• Data exfil preparation from a recent case:
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Tampering with the History file

• Change where these logs are saved using Set-PSReadLineOption -HistorySavePath {File 

Path}. 

This will cause ConsoleHost_history.txt to stop receiving logs. 

• Additionally, it is possible to turn off logging to this file:

Set-PSReadlineOption -HistorySaveStyle SaveNothing

• Remove-Item -Path 

$env:APPDATA\Microsoft\Windows\PowerShell\PSReadLine\ConsoleHost_history.txt
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From Elastic’s GitHub Protection Artifacts Repository



BMC
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From a recent case

• Deleting registry keys and files related to RDP

• Removing AutomaticDestinations
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They forgot about the Bitmap Cache

• Bitmap caches are used by the client and server to store graphic bitmaps. Each bitmap cache holds 

bitmaps of a specified size in pixels (known as the “tile size”).

• Puzzle time! ☺
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Zooming in

• Evidence of (deleted) files might be visible as 

well.

• So useful to find staging folders.



Clearing dmesg
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Anti-Forensics, Mandiant, January 2025
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Anti-Forensics, in action

• First command: I see the loading of a kernel module

• Second command: Traces are gone. But are they?
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/var/log/kern.log

• Even if one clears logs, there are other places we might find traces of attackers. For 

example, /var/log/kern.log holds also the Kernel messages.
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journalctl -k

• Additionally, there’s journalctl -k. It displays kernel logs collected by systemd-journald. 

• So even if you’ve cleared dmesg and removed /var/log/kern.log, the messages will still appear 

in journalctl -k. More about tainted kernels on my blog.



Clearing Journal
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STEELCORGI (Mandiant)

One of the sneakiest commands we noticed is the “bleach” one, able to delete all btmp wtmp and btmp 

logs. It is also able to clean Syslog logs in /var/log/syslog, /var/log/messages, /var/log/secure and 

/var/log/auth.log or optionally all of them with the “-A” flag (utmp+wtmp+lastlog+syslog) which is the 

default.

Is clear that the usage of the “bleach” parameter during an 

intrusion results in hard times for the DFIR team.
Source: yoroi.company
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We still have the Journal (auth, cron etc.)
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Clearing the Journal
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Clearing logs generates, well.. other logs
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However, who will notice anyway :)
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Questions?
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